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ﬁﬁ@ Imagine you have discovered
wrongdoings and are ready to

talk a journalist...
how would you do that?
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The first contact is
particularly difficult

-

Using anonymity networks (e.g. Tor)
can make one stand-out...

\}

Avoid leaving digital footprints
from the beginning

...and they can be
difficult to use



Blowing the whistle is impactful, but tricky.

The whistleblower
I can't allow the UsS
government to
destroy privacy
and basic liberties
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@ Compose your first message
Learn more

What do you want to
share with us?

Select a journalist or team

Send us a message
securely and privately

Your message is reviewed by journalis The Guardian Secure Messaging service was
developed to allow you to share stories with

2 - us securely and privately using strong
Paul Lewis / Change recipier  encryption.

What's your message? It is designed to prevent others from even
knowing you are in communication with us.
What do you need to share.

About Secure Messaging >
Hi I'm an APA for Lieke Varga MEP at
the European Parliament. Last week
our team was accidentally cc'd in to
some correspondence from the head

Embedded and activated
in every Guardian app

Cover traffic protects metadata of
real whistleblower messages

Use existing user base to build
large anonymity set

¥

Strong plausible deniability
for sources
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B SecureMessaging

Send us a message
securely and privately

The Guardian Secure Messaging service was
developed to allow you to share stories with us
securely and privately using strong encryption.

It is designed to prevent others from even knowing
you are in communication with us.

About Secure Messaging >

Check your message vault

4l

<« B SecureMessaging

Enter passphrase

Enter your passphrase to unlock your secure vault
and send your first message.
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& Hide passphrase

Confirm passphrase
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B SecureMessaging

You

| work at Company in Manchester. | work
there as a warehouse manager so | have
access to certain documents. | have
evidence that they're forcing workers to
skip breaks. Managers have sent orders in
emails on my work computer, plus | have
photos. | think they should be exposed so
everyone can see.

v Jan1, 2025 15:20

Joe Bloggs

Thank you for reaching out! My name is
Joe Bloggs and | have worked on similar
stories in the past. It great that you have
evidence. Can you tell me how long this
has been going on?

6 hours ago
You

Almost six months by now. Can you let me
know how | can send those photos to you
securely? Is sending them via email a good
idea?

I 10 minutes ago

Your message is now queued up for secure
transmission within routine Guardian app activity. We
recommend that you exit Secure Messaging and wait

for a response before you send another message.

Send a new message
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‘The Guardian has today (9 June) launched a unique new tool for protecting
journalistic sources. Secure Messaging, a new whistleblowing innovation,

makes it easier and safer for anyone to share stories and tips with our
journalists via the Guardian app.
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University of Cambridge’s Department of Computer Science and Technology,
Secure Messaging is an exciting new approach to confidential
communication between the public and the press.
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DM (on-premises)
................ )
D@ ------------- > CoverNode

D@ i (cloud)

=

Journalists

with dead drop storage
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%= So, where does Rust
fit into here”?




Very, very
security critical

(on-premises)

CoverNode

(cloud)

API

=

Journalists

with dead drop storage
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Leveraging types for
guaranteeing safety

Integrated testing and
observability approaches

Making performance
a non-issue



09.2%

7 It’s all about building
meaningful systems and
still sleeping well at night.



CDN Cloud (AWS) On-premises
Shared > Appender —» Kinesis (user-to-journalist) ———>»
CDN —»( Kinesis (journalist-to-user) ——>»  CoverNode
D 8 Database l
Users
¢ Identity
.| Service
-~ [ APt g . <
E{—'— cache € API service » T
Journalists

Logs and metrics

Air-gapped device
with secret keys
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CDN Cloud (AWS) On-premises

A

Shared —iAppende;ﬁ) Kinesis (user-to-journalist) ——>
CDN —>»( Kinesis (journalist-to-user) ——>»  CoverNode

I
|
D | other |
| news app | 8 Database
Users | endpoints -
| ¢ Identity
| | Service
- | ""APt - & . < %
@4—'— cache € API service G T
Journalists a

Logs and metrics Air-gapped device
with secret keys




Our Rust project setup

tokio/async Rust throughout

axum for web services
anyhow for error handling

sqlx for talking to the database

-

“

axum

tokio

SQLx

Y
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Blazingly fast vs. easy-mode?

VS.










@ How can we use Rust to
@72 improve misuse resistance?
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pub struct PaddedCompressedString<const PAD_TO: usize>(Vec<u8>);



pub struct PaddedCompressedString<const PAD_TO: usize>(Vec<u8>);



pub struct PaddedCompressedString<const PAD_TO: usize>(Vec<u8>);




Provides extra properties
* to basic types!




But what about the
cryptography!?
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Roles and Verification







Type state pattern

1. Operations on an object only exist when it is in the appropriate state.



Type state pattern

2. States are encoded into the types. Attempts to use the operations in the
wrong state fail to compile



Type state pattern

3. Types have functions that allow them to transition to other states, adding and
removing certain functionality



Roles




They see me Role-ing

Different keys have different security properties

e Different capabilities
e Long lived vs short lived

We can use the type system to prevent accidentally using more powerful keys or just the
wrong key.

define_role! (0Oxganization);
define_role! (JournalistProvisioning);
define_role! (JournalistId);
define_role! (JournalistMessaging);




They see me Role-ing

create_journalist(name, /* ... %/, covernode_provisioning_key_pair); :><:

create_journalist(name, /* ... %/, journalist_provisioning_key_pair); ’
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Verification

A5



—— > PublicKey<JournalistMessaging, Unverified> l

To Verify
Unverified Signature

T

PublicKey<JournalistMessaging, Verified> <

l

Cryptography!




API

Local
Storage
Y \ 4
AnchorOrganizationPublicKey UnverifiedKeyHierarchy

Y
A

VerifiedKeyHierarchy
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Signhed Forms

A5



Signed & typed forms for API calls

pub struct Form<T, R>

where
T: serxrde::Serialize + serde::DeserializeOwned
R: Role 3

body: Vec<u8>,
signature: Signature,



Signed & typed forms for API calls

pub struct Form<T, R>

where
T: serxrde::Serialize + serde::DeserializeOwned
R: Role 3

body: Vec<u8>,
signature: Signature,



Signed & typed forms for API calls

pub struct Form<T, R>
where

T: serxrde::Serialize + serde::DeserializeOwned
R: Role 3

body: Vec<u8>,
signature: Signature,




Signed & typed forms for API calls

pub struct Form<T, R>
where

T: serde::Serialize + serde::DeserializeOwned
R: Role 3%
body: Vec<u8>, F
signature: Signature,




Local
Storage

API

\ 4

AnchorOrganizationPublicKey

UnverifiedKeyHierarchy

Y

A

VerifiedKeyHierarchy




Local
Storage

API

\ 4

AnchorOrganizationPublicKey

UnverifiedKeyHierarchy

> < POST
Y
VerifiedKeyHierarchy Form<UpdateStatus, Journalistld>

Y

A

UpdateStatus
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> <€ POST
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VerifiedKeyHierarchy Form<UpdateStatus, Journalistld>
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UpdateStatus
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AnchorOrganizationPublicKey

UnverifiedKeyHierarchy

> < POST
Y
VerifiedKeyHierarchy Form<UpdateStatus, Journalistld>

Y

A

UpdateStatus




Local —
Storage
\ 4
AnchorOrganizationPublicKey UnverifiedKeyHierarchy
> < POST
4
VerifiedKeyHierarchy Form<UpdateStatus, Journalistld>

UpdateStatus




%Q Types give us superpowers!
: But they are not the end of
the story



Testing and Observabillity
(o)




Integration testing: test containers

‘ Testcontainers




Integration testing: test containers

CDN Cloud (AWS) On-premises
o .| Shared —){Appende!) Kinesis (user—to-journalist!—) ‘
”| CDN » Kinesis (journalist-to-user) »  CoverNode
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D_ | other |
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Logs and metrics Air-gapped device . 4
with secret keys




Integration testing: time travel

common/sxc/time.xs

#[cfg(debug_assertions)]
pub £n now() -> DateTime<Utc> {

read_fake_time_from_£file()

#[cfg(not(debug_assertions))]
pub £n now() -> DateTime<Utc> {
Utc::now()



Integration testing: time travel

integration-tests/journalist_key_rotations.rs

new_key = create_journalist_key_and_publish_to_api(stack.now());
keys = fetch_keys_=from_api();

stack.time_travel(stack.now() + Duration::days(14))

keys = fetch_keys_=from_api();



Integration testing: test vectors

integration-tests/journalist_key_rotations.rs

//

new_key = create_journalist_key_and_publish_to_api(stack.now());
keys = fetch_keys_=from_api();

// assert new_key in api response

save_test_vector! ("journalist_key_created", &stack);

stack.time_travel (stack.now() + Duration::days(14))

keys = fetch_keys_=from_api();
// assert new_key NOT in api response since it's expired!



Observability %y

METRICS ||| =y C@Q » J C) Grafana

Amazon Cloudwatch



Observability

e

covernode/sxc/from_user_polling_service.rs

metrics::countex! ("U2JMessagesFromKinesis") .increment(num_messages);



Observability % metrics_cloudwatch Pubiic

api/sxc/main.xs

async fn main() -> anyhow::Result<()> {
let config = aws_config::load_from_env().await;
let cloudwatch_client = aws_sdk_cloudwatch::Client: :new(&config);

metrics_cloudwatch: :Builder: :new()
.cloudwatch_namespace ("API")
.send_intexrval_secs(60)
.init_thread(cloudwatch_client)



6 Grafana

v U2J Appender

Android, all most recent i0s, all most recent i
200K
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20K
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o
08/02 00:00 08/03 00:00 08/04 00:00 08/0500:00 08/06 00:00 08/07 00:00 08/08 00:00 08/09 00:00 08/10 00:00  08/1100:00 08/0200:00 08/0300:00 08/04 00:00 08/0500:00 08/06 00:00 08/07 00:00 08/08 00:00 08/09 00:00 08/10 00:00  08/1100:00
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Observability @ axum-metrics Publi

api/sxc/main.xs
async fn main() -> anyhow::Result<()> {

let app = Routexr::new()
.route("/public-keys", get(get_public_keys))

.layer(axum_metrics::MetricLayer: :default()); -

axum: :serve(listenexr, app).await?;



API requests

1800
1600
1400
1200
1000

800

600 W

400

200

1
0
21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 1:00 12:00 13:00 14:00 15:00  16:00 17:00 18:00  19:00  20:00
== 200 /vi/healthcheck GET == 200 /vi/journalist-messages POST = 200 /v1/journalist/dead-drops GET e= 200 /vi/journalist/dead-drops POST == 200 /v1/public-keys GET

== 200 /v1/public-keys/journalists/identity-public-key-form GET == 200 /v1/public-keys/journalists/messaging-public-key POST == 200 /v1/status GET == 200 /v1/user/dead-drops GET == 200 /v1/user/dead-drops POST
== 404 unknown GET == 404 unknown POST



Monitoring
an opaque system




N Cloud (AWS)

On-premises

—» Appender —»{ Kinesis (user-to-journalist)

—>»{ Kinesis (journalist-to-user)

Message

CoverNode
Canary

< API service




v Message Canary

Undelivered U2J Messages

Undelivered J2U Messages
100 100
80 80
60 60
40 40
20 20
07/30 00:00 07/3100:00 08/0100:00 08/02 00:00 08/03 00:00 08/04 00:00 08/05 00:00 07/30 00:00 07/3100:00 08/0100:00 08/02 00:00 08/03 00:00 08/04 00:00 08/05 00:00
== UndeliveredU2JMessages == UndeliveredJ2UMessages
U2J delivery time J2U delivery time  ©®
33.3 mins
50 mins
25 mins
33.3 mins
16.7 mins
8.33 mins 16.7 mins
0s [
07/30 00:00 07/3100:00 08/0100:00 08/02 00:00 08/03 00:00 08/04 00:00 08/05 00:00 07/30 00:00 07/3100:00 08/0100:00 08/02 00:00 08/03 00:00 08/04 00:00 08/05 00:00
== U2JMessageDeliveryTime

== J2UMessageDeliveryTime



Our use of Rust

0 Compile time-guarantees; roles and key verification checks

ol Type system
Mature ecosystem

P

@W‘,@

|
P A4

Web services, metrics, tracing, error handling, testing, ...

Cargo

Trusted partner; great integration with ecosystem



SecureMessaging is live!

Handling 5,000,000+ cover messages per day

0 to 100 roll-out over a few weeks

Academic partnership

ol
% Published white paper and incorporated learned lessons in curriculum (P79).

Available as open-source
) A
Check-out our repository on GitHub: github.com/guardian/coverdrop



What we couldn’t cover today...

Journalist client - Performance wins The actual protocol

Joe Bloggs = secretkoala «
mmmmm tod

secret koala 4 hours ago
Almost six months by now. Can you .
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e — CPUULilization o @

We use Tauri for the Ul which The main ingress endpoint runs There is a lot of interesting

allows us to reuse a lot of the at <10% CPU on a small AWS protocol and cryptography work
common shared codebase. instance. Migrated from a

webassembly CDN function.

that covered in the white paper.
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e original CoverDrop research team

@ Mansoor
Ahmed
2
4
5 Ross
&, Anderson

UNIVERSITY OF
¥ CAMBRIDGE The

Daniel
Hugenroth

Diana A.
Vasile Alastair R.
Beresford

AR

Departmen 4 r

< t

o nt of Computer l I . l‘

ce and Technolog ldn

Thank you!
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‘White Paper

c Kendrick', Mario Savarese , Zeke Hunuw—Gmcn‘,
1, Diana A Vasile?, Sabina B:‘;gsa—Dxmmock‘
and!, and Alastait R. Beresford”

1The Guardian
of Cambridge

Our central insight tovards & practical solution i
{hat news organization® ey run a widely-available
platform from which ey iy offcr a scoure, usable
D hod of itial contoct the B app on & swartphone

y and integity
e aseured through widely ailable cryptogtaphy o
Shese platforms; jourualists €2 oo anthenticated directly

S by the news organizetions e analysis by a netvork

eperator or state actor €A% T fiwarted by requiring &l
o ustallations of the pevs 8PP o produce cover trefic,
e piding whether auy BVeR W50 s in contact with &

t
provide a usable interface e i similar in style aud
b peration to a typical ‘nessaging 8PP

In previous work, we described CoverDrop: & %€t of
<xtensions to @ typical RS APP “ghich provides a secure
o & nsablo method of iiia) amtact between journalists
e sources [2]. This wiite aper presents a revised
A o of CovrDrop that b Gnardian deployed o
oo fist, time in 2025 We describe the planaed system

ment analysis (§3) that S vates our design decisions:
e liscuss the user inerface .
To make the document approachable for readers 0%
a vty of backgrounds, ¥ ghlighs the main arees of
sect

sections-
of the system and its environment. The cryptographic
O tail and anonymity EUAIENCE “are highlighted with
", Since the usability of e system is criticely
Software engineering

e deployment consideration

Our implementation i available as an OPEE-SOUICS
repostory under an APRChe 20 license: heeps /812
ub. cor



http://coverdrop.org




